Login and Change Password User Guide

Summary

This User Guide will show you the basic process of logging into the OASAS Applications and how to change your password and
password hint as well as reset your password.

Before logging into the OASAS Client Data System application, you will need to request access by downloading the OASAS External
Access Request Form (IRM-15) located at https://apps.oasas.ny.gov and following the instructions. It is located under Application
Documentation on the left side of the page. Access to the OASAS Applications can take 7 to 10 days to process.

Once approved, you will be assigned a User Name and initial Password. This is a secure site containing confidential information. It
is crucial that you do not share your user name and password with anyone.

There are four sections in this User Guide:
e Login Process

e Change Password Process

e Change/Create Password Hint Process

e Reset Your Password Process

Throughout this user guide, you will receive instructions on navigating between fields using your keyboard. Alternative navigations
methods may exist, such as using your mouse. Instances where such an alternative would cause an error have been noted.
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https://apps.oasas.ny.gov/

Login Process

Instructions
First you will access the OASAS
Applications by clicking the
Login button to go to the Login
page.

The login page is the main
OASAS Applications page:
https://apps.oasas.ny.gov

NEW YORK STATE

September 24, 2007,

Home  Login

Login '

OASAS Systems are unavailable daily from 2:30 a.m. to 5:30 a.m. and on
Tuesdays from 7 a.m. to 8 a.m. for routine maintenance.

CDS Documentation

Online Tutorials (Video Only)

Application Documentation

OASAS Application Cuick Tips
CDS Quick Reference

MSD {PAS-48) Frequently Asked Questions
Logging in to OASAS Applications

Forms and Instructions User Guides

Forms beginning January 1, 2007

These Client Data System forms must be used for admissions, discharges and
crisis services with transaction dates on or after January 1, 2007, The Manthly
Change OASAS Application Password Service Delivery form must be used beginning with the Janurary 2007 report that is
0OASAS External Access Request Form (IRM- due by February 10, 2007. Admissions, discharges and crisis transactions with
15} transaction dates prior to January 1. 2007 must use the previous forms for the

PPSI and Contact Update mstructions - period 6172005 - 12/31/2006 regardless of the date they are entered in the
REVISED 2007 system.

Client Data System Bulletins **UPDATED**
Local Services Bulletin No. 2006-01: MATS Child in Residence Report
Intensive Case Management Initiative Patient

Child in Residence Report Instructions
Data Batch Process File Specificatons - January 2007 ** REVISED "
MATS Provider-Oriented Freguently Asked
Questions
MATS Cliemt-Criented Frequently Asked
Questions

Methadone Client Annual Status Report (PAS-26n) - April 2007
Methadone Client Annual Status Report Instructions - April 2007

Admission Form {PAS-44n. Version 4)
T T T T T TaN e T el
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Step Instructions
2 Next, you will type your
OASAS User Name into the NEW YORK STATE
User Name textbox.
NOTE: The User Name field is Enter your user name and password to login
case sensitive. Please ensure L e '
that your keyboard Caps Lock is T
NOT on when entering your
User Name.
Press the Tab key on your
keyboard to move to the next
g Fargat Password for non-0ASAS external users ORhLY
fIEId' Unauthorized use of thiz site iz prohibited and may subject you to civil and criminal prosecution.
NOTE DO nOt pl’eSS the Enter Office of Alcoholism and Substance Abuse Services, Mew York State. Al Rights Reserved
key. This will send the user :
name to the system without the 0
password and cause an error.
3 Next, type your password into

the Password textbox.

NOTE: When you enter in your
password, the text will be hidden
with circles for security
purposes.

Enter your user name and password to login

lser Mame  smith12

Password |esssssss|

Forgat Password for non-0ASAS external users ORLY
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Step | Instructions | Image
4| Finally, you will click the Login rumnmm—
button below the textboxes. -

NOTE: If you enter the wrong Enter your user name and password to login
User Name and/or Password, User Mame |smith12

you will get an error. If you Password | essssses)

enter the wrong information

three times, your account will be Cancel

locked out and you will need to
call the Provider Help Desk

(518_485_2379) Press 2. Forgot Password for non-045AS external users OMLY
4a | If an error occurs, the OASAS
Application will display the Enter your user name and password to login
following error message: Error: Authentication failed. Please try
again

“Error: Authentication failed.

) User Name |smith12
Please try again.”

Password |
Remember to turn off your Caps

Lock before entering your login Login | Cancel

information.

Forgot Password for non-0ASAS external users ONLY
Unauthorized use of this site iz prohibited and may subject you to civil and criminal prosecution.

Office of Alcoholizm and Substance Abuse Services, New York State. All Rights Reserved
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Step
4b

Instructions

If you are logging in for the first
time, you will receive an error
message requiring you to
immediately change your
password (although it is not
technically an error). This
message says “Error: You
must change your password
before you can continue.”

Simply enter your initial
password given to you by
OASAS into the Old Password
field. Press the Tab key on your
keyboard to move to the next
field.

Then enter your new password
in the New Password field and
press the Tab key on your
keyboard to move to the next
field. Next, enter the new
password again into the Confirm
New Password field.

Finally, click on the OK button.

NOTE: The password rules
noted above still apply.

Image

NEW YORK STATE »

Enter your old password and a new password. Confirm your new password to make sure you entered it correctly

Change Password

Error: You must change your password
before you can continue

| UserName __train02

Old Password

Mew Password |

Confirm New |
Password

% Cancel

1 |Minimum number of characters in a pazsword =hould be eight including at least one numeric character
2 |The pazzwaord cannot be the same as yvour username, email, firztname or lastname

3 |A password cannot be repeated for at least 12 times

Unauthorized use of this site iz prohibited and may =ubject vou to civil and criminal progecution.
Office of Alcoholizm and Substance Abuze Services, New York State. All Rights Reserved

F) verisiagn
Secured

WERIFY >
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Step

Instructions

settings in your browser, a pop-
up box containing a Security
Alert may appear. If so, click
the Yes button to continue to the
main OASAS Applications page.

4c | A new window will then appear
with an error message requiring
you to enter your new paSSWOrd
again (although it not technical Iy Enter your user name and password to login
an error). The message reads Error: You must enter your logon password
“Error: You must enter your User Name  [smith12
logon password.” G |
Simply enter your newest Login | _Cancel |
password into the Password field
(Ie’ enter the same password Fargat Password for non-OASAS external users OMLY
fl’0m the pl’eVIOUS SCI'een that Unauthorized use of this site iz prohibited and may subject you to civil and criminal prosecution.
yOU entered in the “NeW Office of Alcohalizm and Substance Abuse Services, Mew York State. All Rights Reserved
Password” field).
Finally, click on the Login
button.
5 Depending on the security

NEW YORK STATE

Enter your user name and password to login

Security Alert

Yu:uu are about to be redirected to a connection that iz not
?. FRCUIE,
The information you are zending to the current zite might
be retranzmitted to a nonsecure site. Do you wish to
continue?

Yes l Mo

Unautharized u ecution.

Office of Alcoholizm and Substance Abuse Services, Mew York State. All Rights Reserved

F\ verisign
Secured

VERIFY &
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Change Password Process

Step Instructions Image

6 Now you are on the main
OASAS Applications page. NEW YORK STATE

The neXt Step iS tO go tO the [Feptember 24, 2007, welcome Training User 02 Manage Accourt Home Logout
Manage Account page to 22 ~oviications

change your password.

Click the Manage Account OASAS Systems are unavailable daily from 2:30 a.m. to 5:30 a.m. and on

link in the top-left area of the Tuesdays from 7 a.m. to 8 a.m. for routine maintenance.
screen to go to the Manage

Account page.

I Application Documentation CDS Documentation

QASAS Application Quick Tips User Guides Online Tutorials (Video Only)

CDsS Quick Reference Forms beginning January 1, 2007

MSD_PA_S AR FLemng jE‘Sk_ed e These Client Data System forms must be used for admissions, discharges and
Logaing into OASAS Applications crisis serices with transaction dates on or after January 1, 2007, The bonthly
Change OASAS Application Password Service Delivery form must be used beginning with the Janurary 2007 report that is
OASAS External Access Request Form (IRM- due by February 10, 2007. Admissions, discharges and crisis transactions with
15} transaction dates prior to January 1. 2007 must use the previous forms for the
PPSI and Contact Update Instructions - period B/1/2005 - 12/31/2006 regardiess of the date they are entered in the
REVISED 2007 system.

Client Data System Bulletins *"UPDATED**

Local Services Bulletin No. 2006-01: MATS Child in Residence Report

Intensive Case Management Inttiative Patient Child in Residence Report Instructions

Data . i Batch Process File Specificatons - January 2007 ** REVISED**
MATS Provider-Oriented Frequently Asked . .
Questions Methadone Client Annual Status Report (PAS-26n) - April 2007
MATS Client-Oriented Frequently Asked lethadone Client Annual Status Report Instructions - April 2007
Questions Admission Form (PAS-44n, Version 4)

Admission Form Instructions - January 2007

HY State Links Discharge Form {PAS-45n, Version 4)

Nenartment of Health Nischarae Form Instractions - Anril 2007
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Step
7

Instructions
You are now on the Manage
Account page. From this page,
you can create or change your
password hint, or change your
password. First, you will
change your password.

To begin, click on the New
Password field with your
mouse and type a new
password for your account into
the New Password textbox.

NOTE: The Password Rules
are as follows:

e Minimum number of
characters in a password
should be eight (8)
including at least one (1)
numeric character (0-9).

e The password cannot be the
same as your username,
email, first name, or last
name.

e A password cannot be
repeated for at least twelve
(12) times.

Image

NEW YORK STATE

[Leptember 24, 2007, welcome Training User 02 Manage Accourt
Change My Password

Mevy passwaord: --------|

Canfirm newvy password:

Change

Password Rules:

o Minimum number of characters in a password should be eightincluding at
lesst ane numeric character

e The password cannat be the same as your username, email, firstname or
lastname

o A nassword cannot be repeated for et least 12 times

Create/Change Password Hint

Hirt Guestion : | Favarite Caolor
Arswer:
Help:

Click on Hirt Guestion field

Select & question fram the drop dowen box

Click on Answer figld

Type in an answer to your Hint Guestion in the Answer field
Click on Change

Click on QK

o
B e

Home Logout
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Step | Instructions | Image

8 Next, press the Tab key on
your keyboard to move to the
next field. Mew password (sessssss
NOTE DO not press the Enter Confirm newy passward: ..-.----|
key as that will send the
password to the system without Password Rules:
the Conﬁrmation and cause an & NMinimum number of characters ina passward should be eigidincluding st
error leazt ape numeric character

Then, you will confirm your
new password by entering it
into the Confirm new password
textbox.

9 Finally, click the Change r P ————
button to save your changes.

Change My Password

Mew password, seseessee

Confirm newy passyard: ..------l

Password Rules:
& Minimum number of characters in g password should be eigidinciuding at

least are numeric character
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Step
10

Instructions

When the OASAS Application
saves your changes, you will
receive the following
confirmation message:
“Password changed
successfully.”

You will need to click the OK
button to return to the Manage
Account screen.

Image

Password changed successfully.

[oK]
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Step
10a

Instructions
If there is a problem, the
OASAS Application will
display an error message. The
two most common reasons for
an error are:

e The passwords you entered
do not match.

e The passwords you entered
do not conform to the
password rules.

If you get an error, an error pop
up window will appear
displaying the reason for the
error. In this case, the
passwords did not match so the
error said:

“Errors:
-Password and confirmation do
not match.”

Click on the OK button and try
again. Enter the passwords and
click the Change button to
continue.

October 22, 2007, welcoms Training User 02

NEW YORK STATE

Change My Password

New pazzword. esssssss
Confirm new password eseseses Change

Manage Account

CreatefChange Password Hint

Hint Question: | Favorite Color =

Answer: |

Heln:

Password Rules:
* Minimum number of characters |n a

? g R e g

' ‘é@ Quisstion field

at least orne numeric character
& The pazsword cannot be the =gme Errors:
lastname

N

s A password cannot be repeatad fo

Faszsword and confirmation do not match

=tign from the drop down box
war field
nzwer to vour Hint Question in the Answer field

nge
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Change/Create Password Hint Process

Step | Instructions Image

11 The password hint is used as a
security measure to allow you NEW YORK STATE

to reset your password.

Feptember 24, 2007, welcome Training User 02 Manage Account Home Logout
. . Change My Password < | Create/Change Password Hint
Hint Question from the

W
dropdown list. Click the .
arrow for the Hint Question Contirm risw passwordt Answer

dropdown list to open it.

First, you will need to select a

Meswy passward: Hirt Guestion : | Favorite Colo

Help:
o Click on Hint Question field

® ZSelect a question from the drap dowwn box

Password Rules:
* Minitnum numbet of characters in a passwaord should ke sightinciuding st

least ope nUmeric character

_— o Click on Answer field
» The password cannot be the same as your username, email, firstname or

* Typein an ansywer to your Hint Guestion in the Answer field
laztname

# Click on Change
& Click on OK

= A password cannot be repeated for at least 12 times

12 There are three options for a
Hint Question: Favorite Color,
City of Birth, and Favorite Pet. Hirt Question : | Favarite Color »

Create/Change Password Hint

FOI’ the purpose Of thls F avnrita Talnr
) : ) BMEWEL e . Change
exercise, we will choose “City City of Birth
of Birth.” Favarite Pet
Help:

& Click on Hint Question field

& =elect a guestion from the drop dowen box

& Click on Answer field
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Step | Instructions | Image

13 Next, press the Tab key on —
your keyboard to move to the
Answer field.

NOTE: Do not press the Enter R Change |
key as that will send the Hint

Question choice to the system
without the Answer and cause
an error.

Create/Change Password Hint

Hirt Question : | City of Birth

Finally, you will need to type
an Answer for the Hint
Question (e.g., Buffalo).

14 Click the Change button to
save your Password Hint.

Create/Change Password Hint

Hint Guestion: | City of Bith

Anzyver : [TTTITT] Change
15 When the OASAS Application
saves your changes, you will Successfully AddedModified Password Hint
receive the following
confirmation message:

“Successfully Added/Modified
Password Hint.”

Click the OK button to return
to the Manage Account screen.
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Step

Instructions

16 To continue to work in the
OASAS Applications, you
would simply click the Home
||nk tO retu n tO the main September 24, 2007, welcome Training User 02 Manage Account
OASAS Appll cations page Change My Password Create/Change Password Hint
Mesw pasaward: Hint Guestion : | City of Birth %
Confirm nesy password: AnEvyEr
Password Rules: Help:- ) o
* Minitnum number of characters in s password should be sightinciuding at ® Click an Hint Guestion field
least ope AUMSHC character e Zelect a question from the drap dowwn bax
& The pazsword cannot be the same as your username, email, firztname aor ® Click on Answer figld
lastname s Type in an answer to your Hint GQuestion in the Answer field
» A passyword cannot be repeated for at least 12 times * Click on Change
& Click on OK
17 If you are done in the OASAS

Applications, click the Logout
link to exit the OASAS
Applications.

Create/Change Password Hint

Hirt Guestion : | City of Birth ~ »

Answer

Help:
® Click on Hint Guestion field
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Reset Your Password Process

Instructions | age
Finally, you will learn how to ey 5 r_,
reset your password (e.g., if NEW YORK STATE o, 1 w &l
you forgot your password). Soptomoet o 2007 —

NOTE: To use this feature,
you must have already created Login )
a password hint associated
with this account. If you have
forgotten your password but
have not previously created a
password hint, you must call
the Provider Help Desk.

Click the Login button to go to
the Login page.

Home  Login

OASAS Systems are unavailable daily from 2:30 a.m. to 5:30 a.m. and on
Tuesdays from 7 a.m. to 8 a.m. for routine maintenance.

Application Documentation CDS Documentati

OASAS Application Quick Tips Forms and In User Guides Online Tutorials (Video Only)

CDS Quick Reference Forms beginning January 1, 2007
MSD (PAS-48) Frequently Asked Questions

These Client Data System forms must be used for admissions, discharges and

Logaing in to OASAS Applications crisis senvices with transaction dates on or after January 1, 2007, The Manthly
Change OASAS Application Password Service Delivery form must be used beginning with the Janurary 2007 report that is
DASAS External Access Request Form {IRM- due by February 10, 2007. Admissions, discharges amd crisis transactions with
15} transaction dates prior to January 1. 2007 must use the previous forms for the
PPSI and Contact Update Instructions - period 61,2005 - 12/317°2006 regardiess of the date they are entered in the
REVISED 2007 system.
Client Data System Bulletins **UPDATED "'
Local Services Bulletin No. 2006-01: MATS Child in Residence Report
:;ITEIISNE Case Management Initiative Patient Child in Residence Report Instructions

ata

- Batch Process File Specificatons - January 2007 ** REVISED**
MATS Provider-Oriented Frequently Asked j

Questions Methadone Client Annual Status Report (PAS-26n) - April 2007
MATS Client-Oriented Frequently Asked
Questions Admission Form {PAS-44n, Version 4)
T | h Arviccinn Earm Inctrnetione  lannans 3007 o
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Step | Instructions | Image

19 To reset your password, click
the Fo rgot Password link. Enter your user name and password to login

User Mame

Passward

Forgot Password fol non-0ASAS external users ORNLY

Unauthorized ueemimesiErsmromioed and may subject you to civil and criminal prosecution.
Office of Alcoholizm and Substance Abuse Services, Mewy York State. All Rights Reserved

20 There are 3 steps to resetting

your password: Forgot Password

. . Step 1 0f 3
e Confirm Identity
e Confirm Password Hint Confirm Identity
Information . _ . .
Your identity need ta be confirmed by entering your User Bame. Click an Bext to cantinue
e Reset Password Maote: User Mame is case sensitive

Notice that you are currently
on the “Step 1 of 3: Confirm

Identity” page.

First, you will enter your
OASAS User Name into the
textbox.

User Mame |smith12

NOTE: The User Name field is
case sensitive. Please ensure
that your keyboard Caps Lock
is NOT on when entering your
User Name.
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Step | Instructions | Image

21 Click the_ Next button to go to Forgot Password
the Confirm Password Hint
Information page. Step 1073

Confirm Identity

Your identity need to he confirmed by entering your User Mame. Click on Mext to continue
Mote: User Mame is case sensitive

User Mame (smith12

Mext | | Cancel

22 You are now on “Step 2 of 3:
Confirm Password Hint
Information” page. This is Step 2 of 3
where you enter the answer to
the password hint you

previously created. In order to resetyour password, you must correctly answer your Password Hint associated with your account. Click on Next to continue
Mote: Password Hintis not case sensitive

Forgot Password

Confirm Password Hint Infermation

Type the answer to your hint
question; in this case it is the City of Birth: eessese
City of Birth textbox.

NOTE: If you use the Tab key
to move to the Next button,
you will need to press it twice.

23 Now, click the Next button to
continue to the Reset

Password page. It order ta resetyvour password, yau must carrectly answer your H
Mote: Password Hint is not caze sensitive

[Elack ][Next][ Cancel ]

Confirm Password Hint Information

City of Birth: |seessse

[Elack INen-dJ Cancel

17 of 21



Step
24a

Instructions

You are now on the “Step 3 of
3: Reset Password” page. You
will need to type a new
password into the New
Password textbox.

NOTE: The Password Rules
are as follows:

Minimum number of
characters in a password
should be eight (8)
including at least one (1)
numeric character (0-9).

The password cannot be
the same as your username,
email, first name, or last
name.

A password cannot be
repeated for at least twelve
(12) times.

Next, press the Tab key on
your keyboard to move to the
next field.

NOTE: Do not press the Enter
key as that will send the
password to the system
without the confirmation and
cause an error.

Image
Forgot Password

Step 3073
Reset Password

You need to enter a new password to override your ariginal password. Click on Finish to continue
Mote: Password is case sensitive

Mew Passward --------|

Confirm Mew Password

[Elack ] [ Finish H Cancel ]
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Step | Instructions | Image

24b | Next, you will need to confirm
the new password by entering

it into the Confirm New You need to enter a new password to override your ariginal
Password textbox. Mote: Password is case sensitive

NOTE: If you use the Tab key
to get to the Finish button, you
will need to press the Tab key Confirm New Password essssses|
twice.

Reset Password

Mew Password |eesessssss

IEiEu:k ] [ Finish ” Cancel ]

25 Finally, click the Finish button

to save your changes. Reset Password

You need to enter a new passwoard to override your ariginal pay
Mote: Pazssword is case sensitive

Mlew Password (eeeeeeew

Confitm MNew Password | esessses|

[Eiau::k ] [ Finish J Cancel ]

26 When your new password is Forgot Password
saved into the OASAS
Applications, you will receive
the following confirmation
message: “Your password has
been successfully reset.” You
can now return to the OASAS
Applications page by clicking
the OK button.

asoword has been successiully reset
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Step
26a

Instructions

If there is a problem, the
OASAS Application will
display an error message. The
two most common reasons for
an error are:

e The passwords you entered
do not match.

e The passwords you entered
do not conform to the
password rules.

If you get an error, an error
pop up window will appear
displaying the reason for the
error. In this case, the
passwords did not match so the
error said:

“ERROR: Failed to reset your
password - Password does not
match.”

Try again. Enter the
passwords and click the Finish
button to continue.

Image

Forgot Password

Step 3 of 3
Reset Password

You need to enter a new password to override your original password. Click on Finish to continue
Mote: Passwaord is case sensitive

ERRCOR: Failed to reset your password - Password does not match

Mew Password |

Caonfirm Mew Password |

Back| Finish | Cancel |
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Instructions
NOTE: The next time you log

you will be prompted to
change your password.
Remember that the password
rules still apply.

into the OASAS Applications,

September 24, 2007,

Application Documentation

OASAS Application Cuick Tips
CDS Guick Reference

Login '

OASAS Systems are unavailable daily from 2:30 a.m. to 5:30 a.m. and on
Tuesdays from 7 a.m. to 8 a.m. for routine maintenance.

CDS Documentation

User Guides Online Tutorials (Video Only)

MSD (PAS-48) Frequently Asked Questions
Logaing in to OASAS Applications
Change OASAS Application Password

OASAS External Access Request Form {(IRM-
154

Questions
MATS Client-Oriented Frequently Asked

Questions

Forms beginning January 1, 2007

These Client Data System forms must be used for admissions, discharges and
crizis services with transaction dates on or after January 1, 2007 The Monthly
Service Delivery forrm must be used beginning with the Janurary 2007 report that is
due by February 10, 2007. Admissions, discharges and crisis transactions with
transaction dates prior to January 1. 2007 must use the previous forms for the
period 612005 - 12/31/2008 regardiess of the date they are entered in the
systermn.

Child in Residence Report
Child in Residence Report Instructions

Methadone Client Annual Status Report (PAS-26n) - April 2007
Methadone Client Annual Status Report Instructions - April 2007
Admission Form (PAS-44n, Version 4)

lanuans N7

Admiccinn Fnrm Inctrnctinne
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